AKatilyst

Live Event Hosting - Available Speakers & Topics

Security training doesn't have to be boring. Forget stale webinars and passive checklists, your Champions deserve
real-time experiences that energize, educate, and engage. Katilyst delivers live, instructor-led events designed to meet
your team where they are and push them to the next level. Each session is tailored to your environment, policies, and
culture, led by some of the most respected voices in security. Our training team comprises seasoned subject matter
experts in the fields of cybersecurity and application security, poised to provide invaluable insights to your
champions. Below is a selection of some of the focus topics that are available to our customers, but we are always
open to creating customized training that fits your needs. Please contact us at info@katilyst.com with any questions.

Application Security or Technical Security Training Topics

These modules typically encapsulate 60-to-90-minute sessions, including Q&A with the audience.

GenAl & LLM Fundamentals: Enterprise Risks and Attack Vectors

A practical overview of how Large Language Models (LLMs) function within an enterprise ecosystem. This session demystifies the
underlying technology and explores the unique security frontier of generative Al, specifically focusing on emerging attack vectors
like prompt injection, training data poisoning, and sensitive data leakage.

Secure Al-Assisted Development: Trust, Verify, and Guard Against the Code Explosion

Building on Al fundamentals, this deep dive provides developers with actionable best practices for using GenAl tools like Copilot,
ChatGPT, and Cursor securely. We cover the "human-in-the-loop" requirement for reviewing Al-generated code, identifying
common security anti-patterns produced by LLMs, and implementing guardrails to prevent Al-driven vulnerabilities.

Leveraging Al in Auditing Processes
Potential uses of GenAl in auditing (e.g., report generation, data analysis), Balancing efficiency gains with accuracy and control

Best Practices in Application Risk Rating
Special considerations for rating risks in Application, including GenAl-powered and created apps.

Data Privacy and Protection in the GenAl Era
Unique privacy concerns with GenAl (e.g.; training data, output attribution), best practices for data handling when using GenAl
tools, and auditing GenAl systems for data protection compliance.

Defending Code: Mastering CSRF Protection for Developers
Covers the fundamentals of CSRF, offering hands-on guidance on implementing robust defense mechanisms within codebases.

The Fundamentals of SSRF
Overview of SSRF, how to find and fix SSRF vulnerabilities, and how to defend against SSRF attacks.

Threat Modeling 101
A discussion on likely threat actors, what's valuable in an application, and then looking at your data flows to see how the attacker
could form a path to attack your system.
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OWASP Top Ten (2025 Edition)

A review of OWASP’s essential awareness document and industry standard, helping champions understand common
vulnerabilities and integrate security into their software development lifecycle to build more secure applications. Recently
updated to reflect the 2025 Top Ten updates.

OWASP Top Ten Proactive Controls
This exclusive training session will equip developers with the principles and best practices needed to fortify their applications
against threats, ensuring security is baked into their projects from day one

ReactJS Security
Web applications from a hacker’s perspective, data binding, HTML rendering, secure DOM manipulation, React component
security

Secure Coding Practices
Focused on input validation, error handling and secure coding libraries and frameworks

API Security
Focused on authentication mechanisms, rate limiting and throttling, and injection attack prevention

Authentication and Authorization
Password policies and hashing, RBAC and ABAC, and SSO solutions

Session Management
Session token handling, session expiration and timeout, and preventing fixation and hacking

Cryptography in Application Security
Common cryptographic algorithms, key management practices, and transport layer encryption (SSL/TLS)

Secure Communication (SSL/TLS)
Certificate management, perfect forward secrecy (PFS), and best practices for distributed systems

SQL Injection Prevention
Parameterized queries, input validation and sanitization, and database access controls

Secure Configuration Management
Server hardening, software patching, and network security configurations

Privacy Engineering
Covers key principles like confidentiality, integrity, and availability. Learn how to master hard, soft, and compliance skills, create
effective data flow diagrams, and leverage threat modelings to identify and mitigate risks.

Better Bug Reports

Reviews why investing time up-front on bug reports can save time and energy down the road. Talk include standards for bug
reports, with examples, how to align reporters with devs, ops, and other departments, and how to prioritize and manage the
work.

Software Supply Chain Security: Beyond the SBOM

With the rise of automated attacks on package managers (npm, PyPl), securing your dependencies is more critical than ever. This
session covers the "Software Bill of Materials" (SBOM), how to vet third-party libraries, and strategies for detecting
"typosquatting" and poisoned updates before they hit your build pipeline.



EU Cyber Resilience Act (Overview & Requirements)

The Cyber Resilience Act (CRA) turns product security from an internal quality goal into a market access condition, enforced
through surveillance authorities, a reporting clock measured in hours, and support obligations that outlast the sale. This session
covers the timeline, product categories, secure-by-design and secure-by-default requirements, notification duties, vulnerability
handling, the CEN/CENELEC standards being written to make all of it testable, and what it does to the open source in your bill of
materials.

Building a robust AppSec program with OWASP SAMM

Most SAMM programmes fail somewhere between the first assessment and the second, when the scores are in, the roadmap is
written, and nobody has resolved who owns the work. This session covers the parts that are rarely written down: getting the
organisation ready, running assessments without exhausting goodwill, scoping roadmaps so they stay owned, and handling the
change management that decides whether any of it survives the year.

Comparing SSDLC maturity models: OWASP SAMM vs BSIMM

One model tells you what a set of firms actually do, the other tells you what a programme should be able to do, and confusing the
two produces roadmaps that go nowhere. This session compares SAMM and BSIMM on structure, evidence model, cost, and what
each one can and cannot justify to an auditor or a board.

Demonstrable and Auditable Application Security Controls with 1ISO 27034

An AppSec control that cannot be evidenced is indistinguishable, to an auditor, from one that does not exist. This session uses the
ISO/IEC 27034 concepts of the organisation normative framework and application security controls to design controls that carry
their own evidence, a skill that transfers to every compliance project you will be handed in the future.

Designing an SCA program that works

Most SCA programmes fail not on detection but on throughput: the scanner works, the queue grows, and the exposure window is
set by triage capacity rather than by risk. This session covers designing for flow, using reachability and exploitability to cut what
reaches a human, placing ownership where the upgrade actually happens, and measuring the clock that matters.

Building AppSec habits that stick with behaviour science

Programmes are full of controls that hold only while someone is enforcing them, and the test is simple: switch off the blocking
gate and see what survives. This session applies behaviour science to that problem, covering why training rarely changes
behaviour, what actually shifts defaults, and how to build practices that outlast the person who introduced them.

The EU Al Act for Builders

The Al Act reaches any system whose output is used in the EU, whatever your company's zip code, and it applies as product safety
law rather than as a disclosure regime. This session covers which of your systems are in scope, which obligations moved to
December 2027 and which are landing now, and what the Act expects you to document, log, and test before release.

Application Security Verification Standard (ASVS)

The Top 10 tells you what commonly goes wrong; ASVS tells you what "secure enough" means requirement by requirement,
which is why it works as a contractual and audit artefact and the Top 10 does not. This session covers the v5.0 structure, choosing



a verification level honestly, and using the machine-readable release so your requirements do not drift out of sync with the
standard.

EU Cyber Resilience Act and its effects on the open source software

Most CRA coverage is written for lawyers, which is unhelpful when the obligations land as documentation, default configurations,
update mechanisms, and a reporting deadline your on-call has to hit. This session walks the regulation from a builder's point of
view, from product classification through vulnerability handling to the harmonised standards in progress, and ends on the part
nobody has solved yet, your dependencies.

Secure-by-design and secure-by-default (ENISA guidelines)

Secure-by-default means the safe configuration is the one that ships, not the one in the hardening guide nobody reads. This
session translates the ENISA principles into decisions you make in code review and product design, and shows why regulators are
now treating them as requirements rather than advice.

Secrets Management

Every credential in appsettings.json is one repository clone away from being public, and rotating it is somebody's weekend. This
hour covers key vaults, managed identities, and how to ship a build whose defaults are safe rather than left over from debugging.

Concurrency Safety

Defending against race conditions, safely managing shared mutable state, atomiticity, idempotency, and cache coherence

Race conditions rarely show up in code review, and they almost never show up in tests, which is why they reach production and
stay there. This session covers shared mutable state, atomicity, idempotency, and cache coherence, and why "it works under load
testing" proves less than you think.

Trust Boundaries and Untrusted Input

Covering safe deserialization, input validation, and business logic security

Secure Error Handling and Logging

The same log that lets you reconstruct an incident can also hand an attacker your stack traces, your tokens, and your customers'
data. This session covers failing closed, logging enough to investigate, and keeping secrets and Pll out of the output.

Static & Dynamic Application Security Testing

SAST and DAST find different things, miss different things, and both will bury you in findings if you turn them on without a plan.
This hour covers what each tool can and cannot see, and how to tune a pipeline your developers do not learn to ignore.

Security Unit Tests, Abuse Cases, and Regression Tests

Your test suite proves the feature works when used correctly, which is not the interesting question. This session covers writing
abuse cases alongside user stories, turning them into tests, and making sure a fixed vulnerability stays fixed.

Unmanaged and Low-Level Vulnerabilities



Memory safety issues did not disappear, they moved into the native libraries, drivers, and firmware your managed code sits on top
of. This hour covers what goes wrong below the runtime, and how to reason about risk in code your language was supposed to
protect you from.

Other Topics

XSS: What is the big deal anyway

DevOps / DevSecOps - Security in the SDLC
Digital Identity Foundations

OAuth vs. OIDC: Confusion in Authentication
Creating Security Intelligent Applications
ClickJacking and CSRF

Secure REST Programming

OWASP API Security Top 10

Cloud Security for AppDev

Cybersecurity Awareness or Non-Technical Training Topics

These modules typically encapsulate 60-to-90-minute sessions, including Q&A with the audience. The sessions listed
below may also be focused on training for non-technical software security professionals (Product Managers, etc.).

Al Confidential: Your Guide to Safety in the Age of Automation
Learn from real-world Al misuse cases, gain practical insights to Al use, and understand Al security best practices

Social Engineering - Interactive Event
Focus on typical social engineering hacks: phishing emails, chat bot manipulation, and more

Secure File Uploads
File type validation, secure storage location, malware scanning

Data Privacy
Fundamentals of privacy, data classification, least privilege, etc.

Password Management
Why weak and/or stolen passwords are leading cause of breaches. Best practices to create, manage, and protect passwords

Device Security
Protecting your devices both in office and WFH. Applies to BYOD and corporate devices. Aligns to client policies

SOC2 - How to Prepare For and Execute an Audit
Overview of the SOC2 Type 1/2 process. Which teams are involved and how to lead to a successful audit

Role-based Security Awareness
An in-depth look at how being security aware can differ between departments like finance, sales, customer support, etc.

Safe Social Media Use
Best practices for posting and engaging with social media. How do threat actors use social media to target people? Review of how
misinformation is spread on social media, including from foreign actors



Governance and Risk Management
Establishing cybersecurity governance frameworks (e.g., NIST, ISO 27001). The importance of regular risk assessments and
penetration testing. Balancing security investments with business goals.

Incident Response Fundamentals
Review common definitions and severity criteria related to IR, incorporating client’s internal policies and definitions. Review
importance of asset inventory and identification as a basis for establishing severity. Overview of IR process.

Interactive Events

These events are less about providing instructional training to security champions, and instead are collaborative
sessions that invite champions to bring their security knowledge and skills to life. These events typically last 2 to 6 hours,
and include an expert facilitator to manage the event, as well as the necessary tooling to ensure champions remain
highly engaged and motivated.

Threat Modeling for Beginners - Threat Model Your Home

This session is designed to serve as an introduction to the threat modeling process. Using the STRIDE framework, participants will
start with a basic exercise: “let’s threat model a home.” After teaching threat detection and mitigation using the house analogy, the
group will move to a collaborative workshop to threat model either an open-source application, or if desired, an application or
service within the customers’ ecosystem.

“Roll for Initiative” - a Dungeons & Dragons Threat Modeling Campaign

Sharpen your swords, find your D-20 dice, and prepare to enter a fun, collaborative campaign that blends the adventure and
storytelling of D&D with the critical skills of threat modeling. Participants will be led through a threat modeling exercise that
follows the typical D&D campaign structure: building a “map” of their world (system diagramming), identifying monsters (threat
identification), and choosing their weapons (mitigation techniques), all while earning XP along the way.

The Great Phish-Off

A perfect event for Security Awareness Month, your champions are invited to participate in a competition to build their best
phishing email. Contestants will be broken into teams and asked to work together to submit their best phishing attempt. The
session includes tips, tricks, and templates to help the champions get started, and we work with you to find a judges panel to help
score the entries.

CTF (OWASP ZAP)

Using OWASP ZAP, we facilitate a capture the flag event with your champions, encouraging them to wear the attacker’s hat and
expose vulnerabilities on a special website, giving them permission to do the things that could be illegal under other
circumstances. Participants will explore the site’s features, examine how they work, and find the gaps that will let them get admin
rights or steal user data.

Cyber Ranges w/ CMD+CTRL (seat-based pricing w/ optional facilitator)

Katilyst partners with the industry-leading provider of interactive cyber ranges, CMD+CTRL. Developers can practice their skillsin a
cyber range that generates fun, turnkey and effective vulnerable applications. CMD+CTRL builds and assesses skills through
hands-on simulation and score-based challenges, including 11 authentic ranges, real-time scoring, and a results map to provide
program owners with metrics and learning plans.
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Meet Our Speakers

Katilyst partners with a variety of thought leaders in the application security and security awareness industries,
facilitating thoughtfully curated talks on a variety of important topics. Here are some of the great professionals we work
with today:

Connie Matthews Reynolds

Connie is the Founder and CEO of ReynCon, a cybersecurity training and consulting provider. She is a passionate
cybersecurity and technology expert who has worked in the industry for over 25 years. Under Connie’s leadership,
ReynCon is dedicated to transforming businesses through comprehensive InfoSec/Cybersecurity training and
development. Their programs drive positive change, empowering companies to upskill their teams and stay ahead in the
ever-evolving cybersecurity landscape. Connie’s contributions to the Ohio tech industry have not gone unnoticed. She has
been honored as one of the 11 recipients of Verizon’s inaugural Ohio Trailblazers Award, a testament to her innovative
approach and leadership. Her excellence in cybersecurity has also earned her recognition as a finalist for the prestigious
Cyber Security Woman of The World and Cyber Security Woman Volunteer awards.

Jason Montgomery

Jason is an Application Security practitioner and entrepreneur with 15+ years of software engineering and security
experience. He co-founded Nexosis, an automated machine learning platform acquired by DataRobot in 2018, where he
served as VP of Enterprise Security for three years. He served as CTO of Mantium, an Al Safety and Security platform, and
following his role there has moved into consulting in the GenAl space for the past two years, helping organizations
develop and secure agentic architectures, navigate secure Al implementation and development practices. He teaches
Application Security courses for Reyncon Educational Services, authored secure coding courses for SANS Institute, and
served on the GIAC Secure Software Programmer (GSSP) Steering Committee. His combined expertise in programming,
security, and Al provides a practical perspective on secure Al-assisted development. Jason holds two patents and has
contributed to technical publications through Wiley Publishing.

Tim Chase

With over 20 years of experience in the cybersecurity industry, Tim has built and led Cybersecurity teams to support the
security industry and provide value to the business. His mission is to bridge the gap between Marketing, Product, and
Sales, and to help teams understand the value a Cybersecurity team and product can provide. As a former Field CISO for
Lacework, Veza, and Orca Security, Tim has been at the forefront of building resilient security culture in organizations of
all shapes and sizes. He is the Founder and vCISO for Continuous Security, helping small to medium-sized business build
security programs that are practical and scalable.



Jim Manico

Jim Manico is the founder of Manicode Security, specializing in training developers in secure coding, security engineering,
and Al security practices. He is an active investor/advisor with Semgrep, EdgeScan, Nucleus Security, Defect Dojo, RAD
Security and others. A recognized speaker and author of "Iron-Clad Java: Building Secure Web Applications”, Jim
continues to lead industry standards through OWASP initiatives.

Darren Meyer

With 20 years in Application Security and related fields, Darren has focused his career on translating complex security
concepts into actionable insights for a variety of audiences. He’s built security programs across cybersecurity, retail, and
banking verticals, complemented by nearly a decade in security research. His specialty is building bridges between
technical complexity and practical application. He currently works as a security researcher with Checkmarx, prior to
which he led security research and software assurance at Endor Labs.

Nariman Aga-Tagiyev

Nariman Aga-Tagiyev is an Application Security Architect with 20+ years of experience in software development. Since
2016, he has focused on advancing SSDLC maturity and building Application Security programs for international
organizations. He is a core team member of OWASP SAMM, CEN/CENELEC EU CRA and ISO 270344 project working groups.
He is also the founder of SecureHabits, helping industrial manufacturers prepare for the EU Cyber Resilience Act (CRA).
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